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Security & Compliance by design
Compliance Modules


Customers: Suitability Module

Transitions: Billing & Collection, Transactions

Taxation, Reporting Module: Tax reporting

Financial: Reporting Module, Financial Reports

Security by Design

Claims Policy Lifecycle  
Mgmt
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Collection

Access Perspective:

MFA for internal and 
external users, role-based 
authorization, 
Representation of minors 
and corporates

Audit logging 

All operator accesses use 
VPN, MFA and role-based 
authorization

Legal Perspective:

Cloud Agnostic 
hosting

User right management

Data Perspective:

Data is secured both 
in transit and rest

Network level 
security: separate 
DMZ, application and 
database zones

Technology Architecture
User Interface Layer Integration Layer

API Gateway:
Azure API Gateway, 
Nginx, WSO2

Integration  
Service Bus
Apache Camel, WSO2

Mobile apps:  
React Native
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Microfost.NET

Application Layer

Core System 

Application:

Microfost.NET

Database Layer

Core System  
Database:

PostgreSQL, 
Microfost.NET

Infrastructure Layer

Containers and  
Orchestration: 

K8S, AKS,  
Rancher,  
OpenShift

Public and / or  
Private Cloud

Admin and  
Customer 
UIs:
React, Angular,  
HTML5, Sass,  
JavaScript


